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Policy Statement 
 
During the course of normal school activities we receive, use and store personal information about our pupils, 
parents, suppliers and staff.  It is important that this information is handled lawfully and appropriately in line 
with the requirements of the Data Protection Act 2018, which incorporates the requirements of the EU 
General Data Protection Regulation (collectively referred to as the ‘Data Protection Requirements’). 
 
We take our data protection duties seriously, because we respect the trust that is being placed in us to use 
personal information appropriately and responsibly. 
 

About This Policy 
 
This policy, and any other documents referred to in it, sets out the basis on which we will process any personal 
and non-personal data we collect or process. 
 
Any questions about the operation of this policy or any concerns that the policy has not been followed should 
be referred in the first instance to the School’s Data Protection Officer Helen 
Gannon/admin@ebm.services.co.uk. 

 
Definitions 
 
Personal data means data (whether stored electronically or paper based) relating to a living individual who 
can be identified directly or indirectly from that data (or from that data and other information in our 
possession).  
 
Data Subject is the living individual who’s information is being processed. 
 
Processing is any activity that involves use of personal data. It includes obtaining, recording or holding the 
data, organising, amending, retrieving, using, disclosing, erasing or destroying it. Processing also includes 
transferring personal data to third parties. 
 
Special Categories of personal data (previously referred to as Sensitive personal data) includes personal data 
about a person’s racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union 
membership, genetic, biometric, physical or mental health condition, sexual orientation or sexual life. It can 
also include data about criminal offences or convictions. Special categories of personal data can only be 
processed under strict conditions, including with the consent of the individual. 
 
The Data Controller is the Organisation or individual that decides the purpose of the processing, and how it 
will be processed. 
 
The Data Processor is an Organisation or individual (other than an employee of the Data Controller) who 
processes data on behalf of the Data Controller (i.e. under their instructions). 
 
Personal Data Breach is any breach of security that leads to the accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to, personal data.  

 
The Data Controller 
 
The School is the Data Controller and are registered with the ICO, renewed annually or as otherwise legally 
required.  To enable us to comply with all Legislative obligations to the Department for Educations (DFE) and 
others, we process personal data relating to parents, pupils, staff, governors, visitors and others.   
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Roles and Responsibilities 
 
This policy applies to all staff employed by our school, and to external organisations or individuals working on 
our behalf. Staff who do not comply with this policy may face disciplinary action.  

 
Governing Board 
The governing board has overall responsibility for ensuring that our school complies with all relevant data 
protection obligations. 

 
Data Protection Officer 
The data protection officer (DPO) is responsible for overseeing the implementation of this policy, monitoring 
our compliance with data protection law, and developing related policies and guidelines where applicable. 
Where required, they will provide an annual report of their activities directly to the governing board and, 
where relevant, report to the board their advice and recommendations on school data protection issues.   Full 
details of the DPO’s responsibilities are set out in their job description. 
 
Our DPO is Helen Gannon and is contactable at admin@ebm.services.co.uk 
 

Headteacher 
The headteacher acts as the representative of the data controller on a day-to-day basis. 

 
All staff 
Staff are responsible for: 

 Collecting, storing and processing any personal data in accordance with this policy 

 Informing the school of any changes to their personal data, such as a change of address 

 Contacting the DPO in the following circumstances:  
o With any questions about the operation of this policy, data protection law, retaining personal data or 

keeping personal data secure 
o If they have any concerns that this policy is not being followed 
o If they are unsure whether or not they have a lawful basis to use personal data in a particular way 
o If they need to rely on or capture consent, draft a privacy notice, deal with data protection rights 

invoked by an individual, or transfer personal data outside the European Economic Area 
o If there has been a data breach 
o Whenever they are engaging in a new activity that may affect the privacy rights of individuals 
o If they need help with any contracts or sharing personal data with third parties 

 
Data Protection Principles 
 
We will ensure that data is:  
 

a. Processed fairly, lawfully and in a transparent manner. 
b. Collected for specified, explicit and legitimate purposes and any further processing is completed for a 

compatible purpose. 
c. Adequate, relevant and limited to what is necessary for the intended purposes. 
d. Accurate, and where necessary, kept up to date. 
e. Kept in a form which permits identification for no longer than necessary for the intended purposes. 
f. Processed in line with the individual’s rights and in a manner that ensures appropriate security of the 

personal data, including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational measures. 

g. Not transferred to people or organisations situated in countries without adequate protection and 
without firstly having advised the individual. 
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